UBND TINH NINH THUAN CONG HOA XA HOI CHU NGHIA VIET NAM
SO Y TE Doc lap - Tw do - Hanh phic
S6:3226 /SYT-KHNVTC Ninh Thudn, ngay 25 thang 7  ndam 2024

VIV canh bao rui ro an toan
thong tin lién quan dén san
pham ctia CrowdStrike.

Kinh gui: Cac don vi tryc thude.

Tiép nhan Cong van s6 2103/STTTT-TTCNTTTT ngay 23/7/2024 ciia S¢
Thong tin va Truyén thong vé canh bao rii ro an toan thong tin lién quan dén
san pham cta CrowdStrike.

Trong qua trinh gidm sat an toan thong tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC), thuéc Cuc An toan
thong tin, Bo Thong tin va Truyén thong, da phat hién rui ro an toan thong tin
lién quan dén san pham ctia CrowdStrike. Sur ¢d trén dd gay anh huong t6i nhiéu
co quan, tO churc trén thé gidi, trong d6 bao gdm Purc, Singapore, Tdy Ban Nha,
An Do, Israel, Nam Phi,.... Cu thé, cac may tinh chay hé diéu hanh Windows 10
va cai dat phan mém Falcon Sensor ciia hing CrowdStrike déu gap 16i man hinh
xanh (Blue Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong
binh thuong. Piéu nay gy anh hudng téi hé thong thong tin va hoat dong cia ca
nhan, co quan, t6 chirc. Nha phat trién CrowdStrike da dua ra thong béo xac
nhan rui ro va thyc hién khoi phuc ph?m mém Falcon Sensor dé tranh gay thém
anh huong toi thiét bi cua nguodi dung. Thong tin chi tiét va hudng dan khic
phuc ddi véi cac thiét bi da bi anh hudng duoc trinh bay tai phu luc.

(Thong tin chi tiét cac 16 héng bao mat co tai phu luc kem theo).

Nhim dam bao an toan thong tin cho hé thdng thong tin cia cac don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, SO Y té yéu cau cac
don vi thuc hién:

1. Kiém tra, ra soat, xac dinh mdy sir dung hé diéu hanh Windows c6 kha
nang bi dnh hudéng. Thuc hién cép nhat ban va kip thoi dé tranh nguy co bi tan
cong (tham khdo thong tin tai phu luc kem theo).

2. Tang cudng giam sat va sin sang phuong an xur 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh
bao clia cac co quan chirc ning va céc to chirc 10n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.



3. Trong trudng hop can dugc hd tro cac don vi lién hé Trung tim Giam
sat an toan, an ninh, thong tin mang (qua tong dai dién thogi 1022 hodc thw dién
te: ioc@ninhthuan.gov.vn).

S6'Y té thong bao va yéu cau cac don vi trién khai thuc hién./.
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Phu luc
THONG TIN CHI TIET VE RUI RO AN TOAN THONG TIN
(Kém theo Cong vin sé ISYT-KHNVTC ngay | 12024 ciia S¢' Y té)

1. Thong tin chi tiét vé riii ro an toan thong tin lién quan dén san
pham
cua CrowdStrike

Cuc An toan thong tin da phat hién rii ro an toan thong tin lién quan dén
san phém ctia CrowdStrike. Cu thé, cac may tinh chay hé diéu hanh Windows 10
va cai dit phan mém Falcon Sensor cia hing CrowdStrike déu gip 16i man hinh
xanh (Blue Screen Of Death - BSOD) va khong thé khoi dong lai dé hoat dong
binh thuong. Piéu nay gay anh huong toi hé thong thong tin va hoat dong cila ca
nhan, co quan, t0 chic. Nha phat trién CrowdStrike da dua ra thong bdo xéc
nhan rui ro va thyc hién khoi phuc phén mém Falcon Sensor dé tranh gay thém
anh huong t6i thiét bi ctia ngudi dung.

Hwéng din khic phuc d6i voi cac thiét bi da bi anh huéng:

Bwoce 1: Khéi dong lai may tinh va vao ché d6 Safe Mode hoic Windows
Recovery Environment.

Buwdc 2: Truy cap thu myc “C:\Windows\System32\drivers\CrowdStrike”

Bugce 3: Xoa bo cac tép tin co dinh dang “C-00000291*.sys™ (tép tin co
dinh dang .sys va tén bat dau bang chuoi C-00000291)

Budée 4: Khoi dong lai may tinh va st dung nhu binh thuong.
2. Tai liéu tham khao

https://supportportal.crowdstrike.com/s/article/Tech-Alert-
Windowscrashes-related-to-Falcon-Sensor-2024-07-19
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